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THE AT TACK ON 11 September 2001 (9/11)
has for ever al tered how Ameri cans view their

se cu rity at home. Home land se cu rity is now a
top pri or ity for our coun try in the new war on ter -
ror ism. That at tack has also trans formed our
gov ern ment’s ap proach to de fend ing the home -
land. Space as sets are be ing used in the over -
seas bat tle against ter ror ism in in tel li gence
gath er ing and sup port of mili tary op era tions.
Space-based sur veil lance also pro vides early
warn ing for na tional mis sile de fense.1 How ever,
there are sev eral chal lenges to over come bef ore
we can fully in te grate space as sets into the
home land-se cu rity frame work for op era tions
within our US bor ders. 

Space Ca pa bili ties for Home land Se cu rity

Space al ready plays an im por tant role in the
area of navi ga tion and com mu ni ca tion, and it
pro vides the in for ma tion in fra struc ture nec es -
sary for home land se cu rity. Use of com mu ni ca -
tion sat el lites, es pe cially com mer cial ones,
pro vides the back bone for many of the cur rent
homeland- security com mu ni ca tion needs. The
re li ance on these sat el lites be comes even more
criti cal in a cri sis where ter res trial com mu ni ca -
tions (both lan dlines and cel lu lar) are un avail -
able.2 Sat el lite com mu ni ca tions pro vided a
mes sage of “as sur ance and re solve” at a time
when the public- accessible com mu ni ca tions in -
fra struc ture was in dis ar ray.3 

The Global Po si tion ing Sys tem’s (GPS) con stel -
la tion of over 24 sat el lites has revo lu tion ized the
navi ga tional field.4 Af ter 9/11, GPS at tracted at -
ten tion for its po ten tial uses in home land se cu rity 
as well as a ter ror ist tar get.5 The in te gra tion of
GPS into search and res cue and other emer -
gency serv ices is al ready wide spread. Af ter 9/11
ma jor city lead ers en vi sioned how GPS could be
used to track cer tain ve hi cles and their con tents.6

Sur veil lance of ve hi cles be long ing to sus pected
ter ror ists could also be done through GPS tag -
ging de vices. Dur ing a cri sis re sponse, all emer -
gency ve hi cles, and even in di vid ual per son nel,
could be tracked by GPS by the Fed eral Bu reau of 
In ves ti ga tion’s (FBI) Joint Op era tions Cen ter. The 
dis con tinua tion of “se lec tive avail abil ity” in -
creased the po si tional ac cu racy for civil us ers.
The mili tary, how ever, still re ceives greater po si -
tional ac cu racy be cause their en crypted re ceiv -
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ers can bet ter com pen sate for iono spheric er ror.7

A study should be con ducted to de ter mine if
homeland- security ap pli ca tions would bene fit
from that greater po si tional ac cu racy. 

Weather in for ma tion from sat el lites aids in pre -
par ed ness and con se quence man age ment ef -
forts. Real- time en vi ron mental data sup ports
vul ner abil ity and risk analy ses while fore casts
sup port the de ci sions that will guide prepa ra tion,
pro tec tion, re sponse, and re cov ery op era tions.8

Af ter the 9/11 at tack, the Na tional Weather Serv -
ice pro vided this in for ma tion us ing spe cial fore -
casts to as sist de ci sion mak ers in their re cov ery
ef forts.9 Fore cast ing and real- time data were also
pro vided in sup port of Op era tion No ble Ea gle.10 

Over head sig nals in tel li gence (SIGINT) col lec -
tion can aid in the de tec tion and pre ven tion of
ter ror ist at tacks. SIGINT’s great est po ten tial lies
in com mu ni ca tions in tel li gence (COMINT)—the
in ter cep tion, moni tor ing, and lo ca tion of com -
mu ni ca tions sys tems and their voice con tent.11 In 
light of the ex ten sive plan ning done for 9/11, it is
clear that do mes tic sur veil lance was not as ag -
gres sive as it should have been.12 COMINT de -
rived from space sen sors is an ad di tional tool to
be added to the ter res trial COMINT sys tems for
the col lec tion of needed in tel li gence on ter ror ists
in the United States.13 

Re mote sens ing is per haps one of the big gest
con tri bu tions space can make to home land se cu -
rity. It has long been used for in tel li gence and en -
vi ron mental pur poses and has seen tre men dous
growth in the last dec ade through com mer cial
and civil sys tems. Na tional sys tems pro vide
over head im agery in tel li gence (IMINT) in the
form of high- resolution im ages. Com mer cial and
civil sat el lites can col lect ad di tional lower-
 resolution im agery.14 

Re mote sens ing from space will play a role in
homeland- security pre par ed ness that very much
re sem bles its coun ter part mis sion in the mili tary-
in tel li gence prepa ra tion of the bat tle field (IPB).15

The Na tional Spa tial Data In fra struc ture pro gram
is at tempt ing to pro vide geo graphi cal in for ma -
tion sys tems (GIS) for ma jor cit ies to as sist with
pre par ed ness for ter ror ist at tacks.16 Im agery with 
GIS data could be used to map po liti cal and gov -
ern men tal fa cili ties, lines of com mu ni ca tion
(LOC), choke points such as bridges and tun nels,
food and wa ter dis tri bu tion points, and nu clear
fa cili ties. This in for ma tion can be used both dur -
ing threat as sess ments of po ten tial ter ror ist tar -

gets and to aid first re spond ers im me di ate ly af ter 
an at tack. 

In the area of re sponse and re cov ery, re mote
sens ing can be used in as sess ing ther mal ac tiv -
ity, the dam age to in fra struc ture, the ac ces si bil ity 
to dam aged ar eas, and dis place ment of de bris.17

Sat el lite im agery was used a day af ter the 9/11 at -
tack to aid in the re cov ery ef forts. 

Sat el lites may pro vide the quick est means to gain
situa tional aware ness, es pe cially when wide- area
cov er age is needed. More im por tantly, they can
pro vide a sin gle in te grated pic ture of an in ci dent area.
Re mote sens ing data can be used to aid re spond ers in
for mu lat ing a proper re sponse, such as evacua tion
routes for a weapon- of- mass- destruction at tack.18 

Homeland- Security Cus tom ers 
Ta ble 1 shows the ac tual and po ten tial uses of

space- asset ca pa bili ties by homeland- security or -
gani za tions. Some agen cies have al ready in te -
grated space com po nents into their op era tions.
Many agen cies con sid er GPS and sat el lite com -
mu ni ca tions to be in her ently part of their in for ma -
tion in fra struc ture. Other sys tems, most no ta bly
in tel li gence, sur veil lance, and re con nais sance
(ISR) sat el lites, are still rela tively un used. The next
sec tion dis cusses rea sons for this un deru tili za tion.

Issues on the Use of Space for Home land
Se cu rity

Space com mu ni ca tion, navi ga tion and weather
sys tems are de signed for use within the United
States and are well in te grated into the fed eral,
civil, and com mer cial sec tors. As a re sult, there
are no ma jor limi ta tions on their use in the
homeland- security mis sion. How ever, with the
ex cep tion of com mer cial im agery, the fo cus of
ISR sys tems has been on over seas ar eas. The na -
tional ISR space ar chi tec ture, rang ing from sat el -
lite or bits to the in fra struc ture on the ground, is
geared to wards sup port ing mili tary op era tions
and in tel li gence gath er ing on for eign soil. Prior to 
9/11, the de fense and in tel li gence com mu ni ties
did not per ceive a need for the use of ISR space
as sets in home land se cu rity. Now, how ever, sev -
eral or gani za tions are ex am in ing the con tri bu -
tions ISR space can make to this new mis sion.19 

The Space Com mu nity: Black or White?
Mul ti ple or gani za tions build and op er ate sat el -

lites for the US gov ern ment be cause of the many
na tional se cu rity space mis sions per formed. The
na tional se cu rity space com mu nity is still largely
di vided be tween un clas si fied De part ment of De -
fense (DOD) sys tems (the white world) and clas -
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si fied in tel li gence sys tems (the black world). On
the DOD side, Stra te gic Com mand is re spon si ble
for co or di nat ing all mili tary and ci vil ian space as -
sets while Air Force Space Com mand ac quires
and op er ates the ma jor ity of mili tary sat el lites.
The Na tional Re con nais sance Of fice (NRO) is re -
spon si ble for the ac qui si tion and op era tion of the
na tion’s in tel li gence sat el lites, of ten known as na -
tional tech ni cal means (NTM).

Re cent Space Com mis sion rec om men da tions
gen er ated sev eral or gan iza tional changes in the
na tional se cu rity space com mu nity.20 The un der -
sec re tary of the Air Force (USe cAF) be came re -
spon si ble for DOD space as well as serv ing as the 
di rec tor of the NRO. While im ple ment ing the
Space Com mis sion rec om men da tions should
im prove in ter agency co or di na tion, some or gan -
iza tional is sues will re main.21 The NRO com mis -
sion stated that the NRO is caught be tween the
com pet ing re quire ments of its DOD and in tel li -
gence com mu nity cus tom ers.22 An in de pend ent
Com mis sion on the Na tional Im agery and Map -
ping Agency (NIMA) called this the “na tional ver -
sus tac ti cal” prob lem and found it to be a highly
po lar iz ing is sue.23 Un til the re cent im ple men ta -
tion of the Space Com mis sion rec om men da -
tions, only the presi dent had the author ity to
pro vide the lead er ship, di rec tion, and over sight
for a co her ent na tional se cu rity space pol icy.24

Even with the USe cAF’s new re spon si bili ties and
author ity, it re mains to be seen if these old bar ri -
ers can be dis man tled. 

There are three im por tant is sues to con sid er
when de fin ing homeland- security roles and mis -
sions for space: com pe ti tion be tween space mis -
sions, cus tomer re quire ments, and fund ing. The
first is sue is how much the homeland- security
mis sion will com pete with other space mis sions
for the same re sources. Homeland- security re -
quire ments will not sig nifi cantly af fect GPS be -
cause of its in her ent de sign for civil ap pli ca tions.
US North ern Com mand (NORTH COM) will domi -
nate DOD’s re quire ments, and the abil ity of mili -
tary com mu ni ca tion sat el lites to sup port NORTH- 
COM and other fed eral agen cies will be stressed
if there is a ma jor thea ter war (MTW) and a large-
 scale ter ror ist at tack in the United States. Un der
those con di tions, there may not be enough se -
cure band width to sup port NORTH COM, and ad -
di tional band width would have to come through
com mer cial com mu ni ca tion sat el lites.

Na tional sys tems may ex pe ri ence a simi lar
prob lem dur ing an MTW. These sys tems not only 
have to sup port mili tary op era tions over seas, but 
also main tain regu lar in tel li gence col lec tions of
other na tions. The NRO Com mis sion pointed out
that cus tomer de mands, both stra te gic and tac ti -
cal, al ready ex ceed the NRO’s ca pa bili ties.25 Sup -
port ing the homeland- security mis sion will put
an ad di tional bur den on the NTM sys tems. Again, 
com mer cial sat el lites may be able to sup ple ment
the col lec tion needs over the United States, es -
pe cially due to the lack of re stric tions on their op -
era tions. 
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Homeland- Security Agency Ma jor Ar eas of Space Sup port

US North ern Com mand ISR, Com mu ni ca tion, Navi ga tion, Weather, and Re mote Sens ing

Fed eral Bu reau of In ves ti ga tion ISR, Com mu ni ca tion, and Navi ga tion

Fed eral Emer gency Man age ment Agency
Re mote Sens ing, Map ping, Com mu ni ca tion, Weather, and Nav i -
ga tion 

Na tional In fra struc ture Pro tec tion Cen ter Re mote Sens ing, Map ping, and Navi ga tion

Of fice of Do mes tic Pre par ed ness Re mote Sens ing, Map ping, and Navi ga tion

US Bor der Pa trol ISR, Re mote Sens ing, and Navi ga tion

US Coast Guard Navi ga tion, Com mu ni ca tion, and Weather

En vi ron men tal Pro tec tion Agency Re mote Sens ing

De part ment of En ergy Re mote Sens ing

US Cus toms Navigation

State and Lo cal Law En force ment Agen cies ISR and Navi ga tion

State and Lo cal Emer gency Serv ices Com mu ni ca tions, Navi ga tion, Weather, and Re mote Sens ing

Na tional Guard Com mu ni ca tion, Navi ga tion, Weather, and Re mote Sens ing

                                                                             Ta ble 1
                                     The Use of Space Assets by Home land-Se cu rity Agencies



The sec ond is sue is iden ti fy ing homeland-
 security cus tom ers and de ter min ing their space
ca pa bil ity re quire ments. The or gan iza tional land -
scape for home land se cu rity is vast and of ten
con fus ing. DOD and other fed eral agen cies are
in volved at the na tional level, while state and lo -
cal or gani za tions play a criti cal role as first re -
spond ers. A proper provider- customer re la tion -
ship be tween the space and homeland- security
or gani za tions is cur rently lack ing and must be de -
vel oped. Many of these home land-security-
 organization cus tom ers are not yet aware of the
ca pa bili ties that space as sets of fer. For that rea -
son, they have not yet de ter mined their re quire -
ments, which fur ther com pli cates identification of
space re sources needed for the  homeland-se cu -
rity mis sion.

The third is sue is fund ing. If space as sets are to
play a role in home land se cu rity, they must be
prop erly funded. This is es pe cially crit i cal for
dual-hatted or ga ni za tions like the NRO, NIMA, and 
Na tional Se cu rity Agency (NSA) that must not
only be con cerned about the amount of fund ing
but also the fund ing’s source and the le gal con -
straints on its use. Us ing DOD money on home -
land se cu rity may vi o late the Posse Comitatus
Act, while the in tel li gence com mu nity dol lars are
re served for for eign in tel li gence col lec tion. In the
long-term, the home land-se cu rity mis sion may
even re quire new ca pa bil i ties on sat el lites (i.e., en -
hanced GPS civil ca pa bil i ties or new NTM sen -
sors). The new De part ment of Home land Se cu rity
may even tu ally be come the ap pro pri ate fund ing
source for the amount of fund ing that in cludes
proper le gal au tho ri za tion on its use. Un til then,
pro gram ming funds for this ca pa bil ity may be dif -
fi cult.

The Homeland- Security Land scape 
The war on ter ror ism will truly be an in ter -

agency pro cess in volv ing some 40 fed eral agen -
cies. They will be joined by a host of state and
lo cal of fices that will be in volved in some form of
homeland- security ac tivi ties.26 

The De part ment of Home land Se cu rity is re -
spon si ble for pre vent ing, to the de gree pos si ble,
ter ror ist at tacks in the United States and aid ing in
the re cov ery from such at tacks.27 Three of the as -
signed func tions for this new of fice may in volve
ad vo cat ing the need for space sup port. The first
is to en sure that there are suf fi cient tech no logi cal 
ca pa bili ties and re sources to col lect in tel li gence
and data on ter ror ist ac tivi ties within the United
States. The sec ond func tion is to make cer tain

that proper re sources are al lo cated to im prove
and sus tain na tional pre par ed ness against ter ror -
ist threats. The third func tion is to co or di nate the
re sponse and re cov ery ef forts to a ter ror ist at -
tack. Space ca pa bili ties can help the De part ment
of Home land Se cu rity carry out these func tions. 

Cur rently the DOD role in home land se cu rity is
lim ited. Ameri ca’s long- standing fear of mili tary
in volve ment in do mes tic af fairs has re sulted in a
myr iad of stat utes and di rec tives that gov ern the
use of the armed forces within the United
States.28 Key tasks are air and mis sile de fense as
well as as sist ing ci vil ian authori ties in re spond ing 
to natu ral dis as ters and ter ror ist at tacks.29 The
Na tional Guard is ex empt from many of the re -
stric tions.30 Un til fed er al ized, they be long to their
re spec tive states and thus may pro vide do mes tic 
sup port.31 Like other homeland- security or gani -
za tions, the close in te gra tion of Na tional Guard
units with space as sets is lim ited.

Both Joint Vi sion 2020 and the 2001 Quad ren -
nial De fense Re view dis cuss the im por tance of
home land se cu rity.32 The crea tion of NORTH -
COM will help fo cus the DOD’s homeland-
 security mis sion.33 NORTH COM has both North
Ameri can Aero space De fense Com mand’s
(NORAD) mis sion of air and space de fense as
well as US Joint Forces Com mand’s mis sion of
pro vid ing mili tary as sis tance to civil authori ties.34

The need to in te grate space op era tions within the 
United States, es pe cially ISR sys tems, means
NORTH COM has unique space is sues not en -
coun tered with the other geo graphi cal com -
mands.

Past ex pe ri ence dem on strates that non fed eral
lo cal authori ties are nor mally the first to re spond
to emer gen cies and threats.35 Sev eral stud ies
and re ports rec om mended strength en ing the
state and lo cal agen cies re spon si ble for home -
land se cu rity.36 There is a lack of un der stand ing at 
the state and lo cal lev els of what space can do.
This is es pe cially true of na tional sys tems be -
cause of the nec es sary se cu rity clear ances. Un -
less there is an edu ca tion pro cess among these
or gani za tions, new ap pli ca tions of space to
home land se cu rity will be lim ited.

The number of or gani za tions in volved in home -
land se cu rity may be an im pedi ment to the ef fec -
tive use of space for home land se cu rity. Bu reau-
cratic in fight ing and the lack of clear lines of re -
spon si bil ity make the in te gra tion of space into
vari ous homeland- security mis sions dif fi cult. Not 
only are civil and mili tary agen cies in volved at
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the na tional level, but state and lo cal agen cies
will also play a cru cial role. To com pound this
prob lem, the space com mu nity it self is made of
mul ti ple or gani za tions that are cur rently in a state 
of tran si tion. There is no place for the De part -
ment of Home land Se cu rity to go for “one- stop
shop ping” on space is sues. To get all of these
mov ing parts from both com mu ni ties to work to -
gether will be a monu men tal chal lenge. While it is 
out of the scope of this ar ti cle to solve these
homeland- security or gan iza tional prob lems, a
so lu tion must be found if space is to be ef fec -
tively used. 

Le gal and Pol icy Limi ta tions: Blind fold ing
the Eye in the Sky 

Ob sta cles to us ing ISR sat el lites for home land
se cu rity in clude the le gal and pol icy is sues sur -
round ing the in tel li gence col lec tion on US per -
sons. While sur veil lance sys tems such as the
De fense Sup port Pro gram sat el lites do not have
an is sue be cause of their low reso lu tion, NRO’s
IMINT and SIGINT sat el lites have the ca pa bil ity to 
aid home land se cu rity in this area.37 In ad di tion,
pos si ble new sur veil lance meth ods such as GPS
tag ging will also face le gal is sues. There has al -
ways been a deli cate bal ance be tween the need
for na tional se cu rity and the pro tec tion of in di vid -
ual pri vacy rights un der the US Con sti tu tion.38 

Do mes tic in tel li gence col lec tion from space is
sub ject to a com plex le gal and pol icy land scape
with mul ti ple di rec tives that are of ten open to in -
ter pre ta tion. Ta ble 2 il lus trates some of these
laws and poli cies.

Ex ecu tive Or der (EO) 12333 es tab lishes the
over all frame work for all in tel li gence gath er ing
within the United States. It is the pri mary guid -
ance for IMINT col lec tions on US soil and pro -
vides ad di tional in struc tion to the For eign
In tel li gence Sur veil lance Act (FISA) for do mes tic
SIGINT col lec tions. Even though NRO sat el lites
col lect both SIGINT and IMINT, NSA and NIMA
have ad di tional and dif fer ent guid ance for this
pro cess.39

FISA regu lates the col lec tion of SIGINT on US
per sons.40 This clas si fied docu ment re quires a
spe cial court or der to col lect SIGINT within the
United States. The Bre mer Com mis sion found
that un der or di nary cir cum stances, the FISA pro -
cess can be slow and bur den some.41 The re view -
ing agency of ten used stricter in ter pre ta tions
re quir ing more in for ma tion than man dated by
FISA.42 Ad di tional guid ance for SIGINT comes
from the United States Sig nals In tel li gence Di rec -

tive 18.43 This NSA di rec tive en sures that these
types of col lec tions are con ducted in a man ner
that safe guards the con sti tu tional rights of US
per sons. 

Be cause the NRO, NSA, and NIMA are also af fili -
ated with the DOD, Ti tle 10 is sues such as the
Posse Comi ta tus Act may ap ply to them. A re -
view of the lit era ture quickly shows there is no
uni ver sal agree ment on what the Posse Comi ta -
tus Act al lows and for bids the mili tary to do in
home land se cu rity.44 While most DOD space op -
era tions within the United States are con sid ered
pas sive and thus per mit ted un der this act, in tel li -
gence sat el lites play a more ac tive role. As a re -
sult, the NSA and NIMA may be pro hib ited from
dis trib ut ing NTM prod ucts un der the Posse
Comi ta tus Act be cause they are DOD sup port
agen cies. 

As ta ble 2 il lus trates, there are many le gal and
pol icy con straints on NTM ac tivi ties and what it
col lects in the United States. Much of this di rec -
tion over laps it self, and al most all of it is sub ject
to in ter pre ta tion. One ex am ple is that both DOD
and the in tel li gence com mu nity regu la tions ap -
ply to NIMA. Must NIMA use the most re stric tive
guid ance to limit its op era tions, or can it use the
most ad van ta geous pol icy to pro vide im agery?
Un less such is sues are re solved in ad vance,
timely dis tri bu tion of NTM prod ucts is un likely in
a criti cal situa tion. Now is the ap pro pri ate time to
re vise these regu la tions in or der to pro vide
greater lati tude for in tel li gence col lec tion from
space within the United States.

The TPED Is sue Hits Home
Task ing, proc ess ing, ex ploi ta tion, and dis semi -

na tion (TPED) of na tional space prod ucts is cur -
rently a ma jor hin drance to fully util iz ing these
as sets. The prob lem of hav ing suf fi cient re -
sources to get the prod uct to the mili tary user in
the field has been widely iden ti fied.45 The same
chal lenge will be faced when get ting the prod uct
out to homeland- security agen cies, es pe cially in
a timely man ner. NIMA is re spon si ble for na tional 
IMINT space prod ucts, while NSA is re spon si ble
for SIGINT space prod ucts. Both of these or gani -
za tions have come un der scru tiny for their per -
form ance of that role.46 The ad di tion of the
homeland- security mis sion will only in crease the
strain on their al ready over bur dened TPED re -
sources.

On the task ing side, the homeland- security
agen cies need to un der stand what they can task
and how to frame the re quest for col lec tion so
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that it can be done le gally. While NIMA is in the
pro cess of stream lin ing the ap proval pro cess for
do mes tic im ag ing, re quests still must come
through other fed eral agen cies.47 Dur ing time-
 critical events, this bu reau cratic de lay can re sult
in missed op por tu ni ties by sat el lites with lim ited
ob ser va tion win dows. For proc ess ing and ex -
ploi ta tion of space prod ucts, the homeland-
 security agen cies have nei ther the same ex per -
tise nor tools as the space and TPED or gani za -
tions. An in ade quate dis tri bu tion in fra struc ture
also ham pers the dis semi na tion of NTM prod -
ucts. One op tion is to pro vide spe cial equip ment
to homeland- security agen cies that can re ceive
and ex ploit NTM im agery, simi lar to what is be ing 
done for mili tary units.48 Clas si fi ca tion of the
prod ucts is an other is sue. A way is needed to
rap idly de clas sify the in for ma tion so that lo cal re -
spond ers can use it in a timely man ner. For
IMINT, the im age can be de graded or used as a
source for a de rived prod uct. For SIGINT, in for -
ma tion needs to be dis semi nated with out at tri bu -
tion to the NSA. 

Be cause state and lo cal agen cies play a vi tal
role in home land se cu rity, the na tional TPED ca -

pa bili ties must reach down to the lo cal lev els.49

Cur rently the avail abil ity of NTM prod ucts to
these agen cies is al most non ex ist ent. The in -
creas ing avail abil ity of com mer cial im agery may
im prove this situa tion. Be cause state and lo cal
authori ties are typi cally the first re spond ers, it is
im pera tive to ex tend the TPED pro cess down to
this level. 

Com mer cial Im agery: The New
Sat el lite on the Block

A dis cus sion on the use of space for home land
se cu rity would not be com plete with out men tion -
ing the grow ing role of com mer cial space im -
agery. A com mer cial sat el lite owned by Space
Im ag ing took some of the most widely rec og -
nized pic tures of the 9/11 at tack.50 The New York
gov er nor’s of fice con tacted Space Im ag ing di -
rectly to re quest in for ma tion on the use of sat el -
lite im agery for dis as ter as sess ment and emer-
gency man age ment.51 It was an un usual situa tion
where a state went di rectly to a pri vate com pany
rather than a fed eral agency for help on us ing
space as sets. As second- generation sat el lites
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with im proved reso lu tion are launched the im -
por tance of com mer cial im agery for home land
se cu rity will be come even more pro nounced. 

The two main ad van tages of com mer cial im ag -
ery are the lack of le gal re stric tions on their use
over the United States and the un clas si fied na ture
of their prod uct. Be cause they are pri vately
owned, com mer cial sys tems do not face the same 
re stric tions as na tional sys tems. Their un clas si fied 
prod ucts can eas ily be dis trib uted to any one, pro -
vided the proper li censes are bought. This is im -
por tant be cause many home land-se cu rity
agen cies, es pe cially at the state and lo cal lev els,
do not have the nec es sary se cu rity clear ances for
na tional im ag ery. Also, the dis sem i na tion of these
prod ucts can be done through the Internet, thus
pro vid ing quick and easy ac cess. Be cause of
these ad van tages, com mer cial im ag ery, as it be -
comes more avail able, will be a ma jor source of
data from space for home land se cu rity.

The High Ground for Home land Se cu rity

Space as sets can play a sig nifi cant role in en -
hanc ing home land se cu rity. These sys tems pro -
vide com mu ni ca tion and navi ga tion sup port that
is vi tal to homeland- security func tions. Sat el lites
also pro vide unique in for ma tion from their van -
tage point in space. Whether it is pro vid ing in tel li -
gence against a ter ror ist threat or pre par ing and
re spond ing to a WMD at tack, space pro vides un -
fet tered ac cess to quickly col lect in for ma tion
over wide ar eas at any lo ca tion in the United
States. De spite these ca pa bili ties, sig nifi cant le -
gal, pol icy, or gan iza tional, and pro ce dural limi ta -
tions ex ist. These limi ta tions must be ex am ined
and ad dressed if space is to be fully util ized for
home land se cu rity.

The same situa tion for the use of space in
home land se cu rity to day ex isted with the mili tary 
in De sert Storm. Many space as sets were an un -
known quan tity when plan ning for op era tions at
that time. Only af ter 10 years of ef fort is space
now an in te gral part of mili tary op era tions, as
dem on strated in Op era tion En dur ing Free dom.
The chal lenge now is us ing space for this new na -
tional se cu rity threat. The De part ment of De fense 
and the De part ment of Home land Se cu rity must
now work to gether to bring the high ground
home to Amer ica. 
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tions,” Space Daily.com, 1 De cem ber 2001, on- line, Inter net,
28 Feb ru ary 2002, avail able from http://www.space daily.com/ 
news/gps- 01s.html. 

6. Al though a con tract was awarded by an un named city to
do this, no spe cific de tails were given. I have specu lated on
what some of the ap pli ca tions might be. 

7. The Stan dard Po si tion ing Serv ice pro vides civil us ers a
mini mum of 36- meter ac cu racy (based on a worst- site
positioning- domain ac cu racy at 95 per cent all- in- view hori -
zon tal er ror). 

8. Don ald Wernly, “NOAA’s (Na tional Oce anic and At mos -
pheric Ad min istra tion) Ca pa bili ties to Sup port Home land Se -
cu rity,” pres en ta tion to the Com mit tee for Op era tional
Proc ess ing Cen ters (COPC) and Shared Proc ess ing Op era -
tions Steer ing Com mit tee (SPOSC) Meet ing, Camp Springs,
Md., 28 No vem ber 2001, on- line, Inter net, 28 Feb ru ary 2002,
avail able from http:// www.ofcm.gov/copc/copc_meeting-
 01-2.htm. 
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